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Abstract:
Documents are something that provides information or can be a certification for someone or also can be a legal report.
The theft of such important documents/certificates ... View more

Metadata
Abstract:
Documents are something that provides information or can be a certification for someone or also can be a legal report.
The theft of such important documents/certificates can interfere/hamper an individual or organization from performing
their work efficiently and can also lead to loss of possessions. In this manuscript, “Pocket Certificates” - a conventional
document archive with the capability of securely storing those documents is presented. The solution is the use of a
Double Encryption system based on an amalgamation of AES and 3DES standards. Use of enhanced security can be
thought of as a compromise in reliability and smooth function of a system but to the process, there are some
constraints to be set so that the Encryption/Decryption process does not hamper the usability. This paper takes account
of such attributes and keeps a balance between all of them. There is also the use of other Hashing techniques like
bycrypt securely storing user login details and use of passport middleware for unique user authentication requirements
at each application stage. The paper consists of an overall web application for the secure archive to documents or
important data.
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I. Introduction
Presently there is more than 70% use of physical documents. The use of physical copies of documents creates
huge overhead in terms of security, paper storage, manual audits, etc. incurring high cost and inconvenience. The
work environment nowadays demands that proper security measures be taken when it comes to all forms of
documentation - digital or otherwise. While it’s easy to heist documents from a conventional cabinet locker, digital
theft/duplication/deletion can be harder. Proper document organization combined with the use of cryptography
tools will make sure that the sensitive data can stay secure.

Sign in to Continue Reading

Devavrat Agnihotri
Department of Computer Science & Engineering, School of Engineering, MIT-ADT University, Pune, India

Saad Ahmed
Department of Computer Science & Engineering, School of Engineering, MIT-ADT University, Pune, India

Dhanashree Darekar
Department of Computer Science & Engineering, School of Engineering, MIT-ADT University, Pune, India

Chinmay Gadkari
Department of Computer Science & Engineering, School of Engineering, MIT-ADT University, Pune, India

Sagar Jaikar
Department of Computer Science & Engineering, School of Engineering, MIT-ADT University, Pune, India

Mohandas Pawar
Department of Computer Science & Engineering, School of Engineering, MIT-ADT University, Pune, India

 Contents

10/18/24, 11:17 AM A Secure Document Archive Implemented using Multiple Encryption | IEEE Conference Publication | IEEE Xplore

https://ieeexplore.ieee.org/abstract/document/9215302/authors#authors 2/4

https://ieeexplore.ieee.org/author/37088524536
https://ieeexplore.ieee.org/author/37088523156
https://ieeexplore.ieee.org/author/37088522068
https://ieeexplore.ieee.org/author/37088523796
https://ieeexplore.ieee.org/author/37088521755
javascript:void()
https://ieeexplore.ieee.org/author/37088521302
https://ieeexplore.ieee.org/author/37088524536
https://ieeexplore.ieee.org/author/37088523156
https://ieeexplore.ieee.org/author/37088522068
https://ieeexplore.ieee.org/author/37088523796
https://ieeexplore.ieee.org/author/37088521755


More
Like
This

A Novel Authentication Method for Password Encryption
2020 4th International Conference on Electronics, Communication and Aerospace Technology (ICECA)
Published: 2020

Enhancing Encryption Mechanisms using SHA-512 for user Authentication through Password & Face Recognition
2023 International Conference on Inventive Computation Technologies (ICICT)
Published: 2023

Show
More

IEEE Personal Account

CHANGE
USERNAME/PASSWORD

Purchase Details

PAYMENT OPTIONS

VIEW PURCHASED
DOCUMENTS

Profile Information

COMMUNICATIONS
PREFERENCES

PROFESSION AND
EDUCATION

TECHNICAL INTERESTS

Need Help?

US & CANADA: +1 800
678 4333

WORLDWIDE: +1 732
981 0060

CONTACT & SUPPORT

Follow

   

About IEEE Xplore | Contact Us | Help | Accessibility | Terms of Use | Nondiscrimination Policy | IEEE Ethics Reporting | Sitemap |
IEEE Privacy Policy

10/18/24, 11:17 AM A Secure Document Archive Implemented using Multiple Encryption | IEEE Conference Publication | IEEE Xplore

https://ieeexplore.ieee.org/abstract/document/9215302/authors#authors 3/4

https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjsvu2Yjh-2GppTsRz0pUrHFJvC3FuAnu40AByeUa5C3tnT6xhfIcwXqccaTrzPJm5f7-iLGqvN2hH-NlVsspXU80dtKkF68tvYOltKsZOnRn2nBM8OIFdZbKV_RqfSC3Y1fnGdUzX4FuWxAw0Eu7IFBHVlAEdudCXVXNttKhJudhEGenv9hoT_5OXgwIgvn2rVkv7voJzxNdJxuHwI71VHVA-eSwvxl-9Y3dtNWOOt-cDHzF9R22cxrPHdHYTQ9Dj9NLYAyNi5iB-ClhBm7T_W8yTARDFpX-U9051_Ee8UVYqPxaFC7uEMedi1PcxTsSYzmPPtqInvprAaAxVbkUn7lYnZLzNOUU-fq9mujvBrfcR7oQYt8mNbId0cHU-mJvxAEC4lE3uXWzBfSWBA&sai=AMfl-YQA_5RaOxALZkBFxbFLV1A7ukVp_thVyohVV7dN7_yMP-ezYj5XuUizU3xRywW1XAwVXnjSaTQEn9fiCtff2iZlNR53_4tsyepCWb-Ebt2uCw2HSZcYeLW50Obt&sig=Cg0ArKJSzIoV-HP7EXfb&fbs_aeid=%5Bgw_fbsaeid%5D&adurl=https://ieeexplore.ieee.org/xpl/RecentIssue.jsp%3Fpunumber%3D8782712
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjsvu2Yjh-2GppTsRz0pUrHFJvC3FuAnu40AByeUa5C3tnT6xhfIcwXqccaTrzPJm5f7-iLGqvN2hH-NlVsspXU80dtKkF68tvYOltKsZOnRn2nBM8OIFdZbKV_RqfSC3Y1fnGdUzX4FuWxAw0Eu7IFBHVlAEdudCXVXNttKhJudhEGenv9hoT_5OXgwIgvn2rVkv7voJzxNdJxuHwI71VHVA-eSwvxl-9Y3dtNWOOt-cDHzF9R22cxrPHdHYTQ9Dj9NLYAyNi5iB-ClhBm7T_W8yTARDFpX-U9051_Ee8UVYqPxaFC7uEMedi1PcxTsSYzmPPtqInvprAaAxVbkUn7lYnZLzNOUU-fq9mujvBrfcR7oQYt8mNbId0cHU-mJvxAEC4lE3uXWzBfSWBA&sai=AMfl-YQA_5RaOxALZkBFxbFLV1A7ukVp_thVyohVV7dN7_yMP-ezYj5XuUizU3xRywW1XAwVXnjSaTQEn9fiCtff2iZlNR53_4tsyepCWb-Ebt2uCw2HSZcYeLW50Obt&sig=Cg0ArKJSzIoV-HP7EXfb&fbs_aeid=%5Bgw_fbsaeid%5D&adurl=https://ieeexplore.ieee.org/xpl/RecentIssue.jsp%3Fpunumber%3D8782712
https://ieeexplore.ieee.org/document/9297542/
https://ieeexplore.ieee.org/document/10134233/
javascript:void()
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjsvrAYlFfaWuiY5I7iegVZtopV_mOsO5lZf60E_C52LkwdKu0YcHNivp9NgAATuQySHDex080v04IGfDWWLiTC2W8R0KL_S5gPqVx4hmV4VO1cHYaMkbd9sHe8FS0XWZDbldpZFC-hdXNDmHsXt7mksi4iVzV9y_LublUn05pYVppevp15TtGQ5WsEr9FrO4qJ6wvg5i46rjCfBbeOfaPPRcmkZG9mGHPeiGd5Y573-kwS9oqzq4bfibdI8JZxHBQADK8xbudjv96gM1pohUWJCgtiaBEUZDTz2-IQ2hStXhNesRUz8bNntWVz4cnefLK2mXjMRI6fUnUdvXxy1LpSSd1sBwI8OcCozC7LrZz_3oUWzYttzhJ2n7QKSWNJTBh2ckQnOfR3jy7wLZx8uxAg&sai=AMfl-YRWvmfXka99JX0CAbSggzskSJmjHvA0QmhkpWMqQtciTpaMr1CzZM2__QD7pa4j6FYOr_tz854WZEu7yDZQaya6g4ZvVlAp-t_yvIcX3_3I6bfC6TRdUUw-U_AX&sig=Cg0ArKJSzIzjA75fDCC5&fbs_aeid=%5Bgw_fbsaeid%5D&adurl=https://ieeexplore.ieee.org/xpl/RecentIssue.jsp%3Fpunumber%3D8782713
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjsvrAYlFfaWuiY5I7iegVZtopV_mOsO5lZf60E_C52LkwdKu0YcHNivp9NgAATuQySHDex080v04IGfDWWLiTC2W8R0KL_S5gPqVx4hmV4VO1cHYaMkbd9sHe8FS0XWZDbldpZFC-hdXNDmHsXt7mksi4iVzV9y_LublUn05pYVppevp15TtGQ5WsEr9FrO4qJ6wvg5i46rjCfBbeOfaPPRcmkZG9mGHPeiGd5Y573-kwS9oqzq4bfibdI8JZxHBQADK8xbudjv96gM1pohUWJCgtiaBEUZDTz2-IQ2hStXhNesRUz8bNntWVz4cnefLK2mXjMRI6fUnUdvXxy1LpSSd1sBwI8OcCozC7LrZz_3oUWzYttzhJ2n7QKSWNJTBh2ckQnOfR3jy7wLZx8uxAg&sai=AMfl-YRWvmfXka99JX0CAbSggzskSJmjHvA0QmhkpWMqQtciTpaMr1CzZM2__QD7pa4j6FYOr_tz854WZEu7yDZQaya6g4ZvVlAp-t_yvIcX3_3I6bfC6TRdUUw-U_AX&sig=Cg0ArKJSzIzjA75fDCC5&fbs_aeid=%5Bgw_fbsaeid%5D&adurl=https://ieeexplore.ieee.org/xpl/RecentIssue.jsp%3Fpunumber%3D8782713
https://www.ieee.org/profile/changeusrpwd/showChangeUsrPwdPage.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/changeusrpwd/showChangeUsrPwdPage.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/payment/showPaymentHome.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://ieeexplore.ieee.org/articleSale/purchaseHistory.jsp
https://ieeexplore.ieee.org/articleSale/purchaseHistory.jsp
https://www.ieee.org/ieee-privacyportal/app/ibp?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/ieee-privacyportal/app/ibp?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/profedu/getProfEduInformation.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/profedu/getProfEduInformation.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/tips/getTipsInfo.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
tel:+1-800-678-4333
tel:+1-800-678-4333
tel:+1-732-981-0060
tel:+1-732-981-0060
https://ieeexplore.ieee.org/xpl/contact
https://www.facebook.com/IEEEXploreDigitalLibrary/
https://www.facebook.com/IEEEXploreDigitalLibrary/
https://www.instagram.com/ieeexplore_org
https://www.instagram.com/ieeexplore_org
https://www.linkedin.com/showcase/ieee-xplore
https://www.linkedin.com/showcase/ieee-xplore
https://www.youtube.com/ieeexplore
https://www.youtube.com/ieeexplore
https://twitter.com/IEEEXplore?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/about-ieee-xplore
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/about-ieee-xplore
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/Xplorehelp
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/accessibility-statement
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/terms-of-use
http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
http://www.ieee-ethics-reporting.org/
http://www.ieee-ethics-reporting.org/
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/ieee-xplore-sitemap
http://www.ieee.org/about/help/security_privacy.html


A not-for-profit organization, IEEE is the world's largest technical professional organization dedicated to advancing technology for the benefit of
humanity.

© Copyright 2024 IEEE - All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies.

IEEE Account

» Change Username/Password

» Update Address

Purchase Details

» Payment Options

» Order History

» View Purchased Documents

Profile Information

» Communications Preferences

» Profession and Education

» Technical Interests

Need Help?

» US & Canada: +1 800 678 4333

» Worldwide: +1 732 981 0060

» Contact & Support

       

A not-for-profit organization, IEEE is the world's largest technical professional organization dedicated to advancing technology for the benefit of humanity.
© Copyright 2024 IEEE - All rights reserved. Use of this web site signifies your agreement to the terms and conditions.

About IEEE Xplore Contact Us| Help| Accessibility| Terms of Use| Nondiscrimination Policy| Sitemap| Privacy & Opting Out of Cookies|

10/18/24, 11:17 AM A Secure Document Archive Implemented using Multiple Encryption | IEEE Conference Publication | IEEE Xplore

https://ieeexplore.ieee.org/abstract/document/9215302/authors#authors 4/4

https://www.ieee.org/profile/changeusrpwd/showChangeUsrPwdPage.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/address/getAddrInfoPage.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/payment/showPaymentHome.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/vieworder/showOrderHistory.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://ieeexplore.ieee.org/articleSale/purchaseHistory.jsp
https://www.ieee.org/ieee-privacyportal/app/ibp?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/profedu/getProfEduInformation.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/tips/getTipsInfo.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/about-ieee-xplore
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/about-ieee-xplore
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/Xplorehelp
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/accessibility-statement
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/terms-of-use
http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
https://ieeexplore.ieee.org/xpl/sitemap.jsp
http://www.ieee.org/about/help/security_privacy.html

